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1. SUMMARY

Unmanned Aerial Vehicles (UAVs) or Drones are becoming increasingly common for both
recreational and business uses. All UAVs have the potential to cause injury. There are legal
constraint s as well as health and safety risks issues to be considered whenever Schools/
Services or individuals wish to use them. This Safety Code of Practice sets out University
requirement s for the use and management of all forms of UAVs on University property or
whilst off campus on University business. The mainrisksin UAVflying are:

¢ Hitting people, property, overhead cables and trees

¢ Coming into conflict with manned aircraft

e Safeguarding issues

e Privacy

¢ Noise and general nuisance

e For combustion powered vehicles there are flammability and exhaust issues

particularly ifthey are used indoors

Heathrow Airport Control Traffic Zones (CTZ).

Heathrow Airport is adjacent to St Mary's University. Heathrow Airport has designated
(categorized) airspace classifications that require local Air Traffic Control (ATC) permission to
operate certain classes of aircraft. Permission is required from the local ATC to fly any UAV
with a mass over 7kg. Smaller UAVs do not need ATC permission. Outside of the CTZ above
2500ft is the relevant airport Control Traffic Area (CTA), but this is not relevant to UAVS,
because they are limited to a max altitude of 400ft in any-case.

The Zone extends from ground level to 10500 feet.

Anyone wishing to fly a UAV over 7kg in the CTZ's must seek and obtain permission from
their local ATC. Written evidence of the ATC’s permission must be provided to the University

Estates Directorate upon request and in any case prior to flying in the CTZ.

Regulation of aviation in the UK

The primary legislation is the Air Navigation Order 2016 (ANO). The ANO is enforced by the
Civil Aviation Authority (CAA), which has powers of prosecution.

The ANO does not distinguish between different types of aircraft. It covers ALL aircraft, of all
sizes. The CAA grants “exemptions” from certain provisions of the ANO. If there is no explicit
exemption, then the provisions of the ANO apply.

The ANO does not regulate the use of UAVs indoors.



Commercial aviation

The ANO 2016 defines a ‘commercial operation’ as:

“...any operation of an aircraft other than for public transport—

(a) which is available to the public; or

(b) which, when not made available to the public, is performed under a contract between an
operator and a customer, where the latter has no control over the operator, in return for re-

numeration or other valuable consideration.”

Any commercial operation requires the operator to meet all of the legal requirements of a
commercial operator that apply to their type of aircratft.

Any UAV use must be assessed for risk. This will include the risk to persons who might be
affected by malfunction, as well as operators, where there may be manual handling and

hazardous substance hazards, for example.
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2. SCOPE

This Code is relevant to all Schools/ Services that own, contract in or hire UAVS, and to
individuals who wish to operate a UAV for recreational purposes on University property. It
provides detailed guidance on the selection of UAVS; legal requirements for use; and
regulatory permissions required.
The Code covers any powered flight by a remotely controlled or unmanned air vehicle. It does
not cover balloons or kites or manned flights. The following additional definitions and terms
are also used:

e UAV-Unmanned Aerial Vehicle

e UAS- Unmanned Aircraft Systems

o RPA-Remotely Piloted Aircraft

e SUSV-Small Unmanned Surveillance Vehicle

e SUA-SmallUnmanned Aircraft

e ROA-Remotely Operated Aircraft

e RCMA-Radio Controlled Model Aircraft

e Helicams

e Drones

e Multirotor aircraft/ copter
Further definitions are listed in the Air Navigation Order 2016 (ANO 2016) produced by the
UK Civil Aviation Authority.
The scope covers both indoor and outdoor use of UAVs; use for commercial and research
purposes including but not limited to photography, surveillance for building maintenance

purposes and data acquisition; and hobby/ recreational use.

3. RESPONSIBILITIES

3.1 Dutiesof managers

Heads of Schools/ Services and other unit managers must ensure that:

¢ You have a full understanding of where the UAV fits within the categories as outlined
in ANO 2016 i.e. below 20kg or above and that the required constraints are met to
comply with legislation.

e A full and valid risk assessment (RA) for the task to be undertaken has been
completed. Note: for the purpose of UAV flying, generic RAs are not suitable ; all RAs
must be specific for the task and location.

e The users of the UAV if above 20kg must have attended pilot training if operating in

urban areas particularly if operating within the range of students or public. The full



requirements of operating a UAV above 20kg are set out in the UK Civil Aviation
guide to Unmanned Aircraft and includes a list of certified instruction companies:

https://www.caa.co.uk/Commercial-industry/AircrafttUnmanned-aircraft/Unmanned-

Aircraft/

o Where UAVs are used for commercial purposes i.e. where there is a financial gain,
they will be undertaking commercial work involving UAVs. This will include any
research where the Schoolis in receipt of funding where the use of the UAV will form
part of the work.

e Any UAV of more than 20kg is registered with the CAA (see the link above) unless
they have been issued with an exemption under ‘Part B Exemption Conditions’.
Registration may also include the need for certification, inspection of the craft and
for it to carry a CAAissued registration ID.

e Consider any filming on site of children (directly or indirectly) and assess the flight
from a safeguarding point of view. This MUST be included in the risk assessment.

e Approvalis to be obtained from the University via the Event Notification system before
flying on university property and is obtained from other landowners when flying
elsewhere.

e The only exception to the Event Notification route is where a UAV will be used

repeatedly as part of a research project. In such cases, those wishing to fly the

UAVare to seek permission from the Director of Estates.

Table 1:
AIRCRAFT AIRWORTHIENESS REGISTRATION OPERATING PILOT
MASS APPROVAL WITH CAA PERMISSION QUALIFICATION
Under 20kg No No Yes Yes
Over 20kg Yes Yes Yes Yes

Notes for Table 1:
1. Applicable for aircraft used for commercial Arial Work or if flown within a congested area.
2. Equivalent pilot experience will be considered on a case by case basis but a formal
training course isrecommended.
3. Itmay be possible to obtain certain exemptions for airworthiness and registration

purposes i.e. one off manufacture for research purpose and flown on own property.


https://www.caa.co.uk/Commercial-industry/Aircraft/Unmanned-aircraft/Unmanned-Aircraft/
https://www.caa.co.uk/Commercial-industry/Aircraft/Unmanned-aircraft/Unmanned-Aircraft/

3.2 Dutiesof staff and students

All staff and students must ensure that:

e They fully understand the constraints on weight i.e. less than 20kg excluding
consumable fuel or over 20 kg.

e They fully understand the constraints on flying for financial reward i.e. that they are
registered with the CAAand have a pilot’s license.

e Theyare inpossession of a valid RA for that flight.

e When operating a UAV weighing more than 20kg the requirements of CAA
restrictions are understood and followed (see previous link).

e Obtain university or landowners approval.

o CAAapproval/permission, depending on the vehicle and purpose of the flight.

3.3 Dutiesof tenants

Any tenant operating a UAV on University property must:

e Seekapproval from the Director of Estates before flying.
o Comply with the CAArules for use of UAVs (see Appendix 1)

o Have adequate insurance that specificallycovers UAV flying.

4. GENERAL REQUIREMENTS

When operating a UAV the operator/ pilot must not recklessly or intentionally put people
or animals at risk. A key principle is that the UAV is flown within its operating envelope
with full and unaided i.e.:

e visual line of sight

e not closerthan 150m to a congested area (vehicles or pedestrians).

e no higherthan 120m and no further than 500m from the operator.

e not directly overhead (at any height) or within 50 metres of persons, vehicles,

vessels and property,

Unless permission has been granted by the CAA.

5. HEALTHAND SAFETY INFORMATION

Before any UAV is built or purchased:

o the CAAguide on UAVs must be read and understood so as to fully assess the level
of control and administration that will be require d.

e an assessment of the need for training is undertaken and it is confirmed that suitably
gualified individuals will be able to do the envisage d tasks i.e. maintenance, flight
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6.

planning etc. See table 1.
a specific RA must be undertaken, appropriate for the type of UAVand the site.

the RA must include the considerations made for safeguarding of children on or off

the site i.e. wherever the UAYV is flown.

if operating a UAVover 20kg that the University Insurance team have been contacted.

TASK AND EQUIPMENT SELECTION

Before deciding to use an UAV, the use of alternative equipment should be considered e.g.

portable scaffold towers, Mobile Elevated Work Platforms (MEWPS) may be more appropriate

for surveillance tasks. The ability to physically get close and touch a structure, or being able

to operate in a wider range of weather conditions (including night events) should be taken into

account.

Whatever equipment is selected, operator training and competency must be considered.

7. COMPETENCEANDTRAINING

The required competence for UAV operations will be dependent on the weight of the
UAV, see table 1 of this Code of Practice. Up to 20kg the requirement is that the operator
is assessed as competent by his or her management. For UAVs above 20kg CAA rules

will apply and training by one of the approved providers will be required.

7.1 Academic project or research
Where the UAV is part of a defined project or research that may have a commercial
outcome i.e. new aircraft designs or software systems; the exemption for registration of
the pilot and certification of the UAV to undertake commercial work is permitted, this
exemption is to permit developers to try out a number of designs without having to
repeatedly register. However, if the UAV is being used to provide a service that is paid

for, it may require contact with the CAA for confirmation that the exemption is still valid.

As an example, a team is assessing the use of a ‘filler’ product to be used in concrete
bridge repair and they use a UAV to assess bridge s and buildings for damage that may
well be good targets for the ‘filler’. The use of photographs and video taken by the UAV
may well be considered as ‘commercial gain’ if they are later used as part of the sales
literature for the process.

7.2 Legal requirement s for Specialist Drones

The use of a UAV or Drone to deliver, drop items or to carry out dedicated surveillance will almost

certainly class the UAV or Drone as a Specialist device. Such specialist UAVs may require
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certification by the CAA and potential users should read the guidance on the CAA web site.

8. RISK ASSESSMENTSAND METHOD STATEMENTS

Any risk assessments or method statements should directly relate to the specific UAV, the
location it is to be used in and the task to be undertaken. Generic RAs are not sufficient and will not
meet the needs of the CAArulesfor UAV use.

The use of standard operating procedures for routine tasks i.e. fuelling, pre- flight testing and
setting out barriers are a useful method of managing operations but are not risk assessments. A
risk assessment on a flight could cover aspects such as management of ‘onlookers’ and what to do
if animals become alarmed. It should be as wide ranging as possible to ensure that you have fully
thought out the issues. Remember to include all safeguarding concerns associated with that
flight.

9. CONTROL AND MANAGEMENT

It must be clear who is in control of the UAV and can control its operations, in terms of both

physical control andmanagement control.

9.1 Permissions
For operations on campus, due regard to who will affected by the flight as a noise or visual
nuisance factor as well as a privacy issue must be considered. Therefore, the University Events
Notification system must be used.
UAV flights are often controversial and will illicit strong feelings that are often out of proportion to
the true effect. For operations off campus permissions from the landowner are an absolute
requirement.
For operations near an airfield or a registered flying site i.e. ridge soaring flight paths for Gliders,
Hang gliders or Paragliders, users must reference existing Notification of Air Movements
(NOTAMs http://notaminfo.com/ukmap). Note: it is unlikely that permission would ever be given.
Airspaces in the UK are classified under Article 166 of the Air Navigation Order 2016 and areas
classed as A,C,D and E are subject to control by either military or civil Air Traffic Controls (ATC) and
contact with the controlling ATC is required for permission to fly. Note, maps for flying are

different o terrestrial maps and any planned off campus flying should refer to flight maps.

9.2 Barriers and operating areas
When using UAVs in public access areas it is worth considering using barriers and signs to warn

passers- by. In some cases this will be an essential requirement.



10. TECHNICAL CONSIDERATIONS

10.1 Weather assessments
AllUAVs are subject to weather, it is a requirement that any drone use has within its RAthe
restrictions on wind etc. and those involved with flying the UAV have a means of accurately
measuring wind speed when they fly. This requires a measuring device; reliance cannot

be placed solely on weather forecasts and reports.

10.1.1 Visibility
Any flight must remain in full visibility and those restrictions to visibility such as fog and low cloud
should ground the craft immediately. Further issues could be low light or even a low sun that

prevents visibility, all of these issues must be set out inthe operating instructions.

10.1.2 Quick assessment guide
There are three quick ‘Rules of Thumb’ to be used in flight planning:
e Light,enough and in the right direction to aid visibility
e Wind limits for flying
o Range of visibility (Fog, Low Cloud).
e Time, is there time enough to complete the flight before any of the conditions

above would come into effect.

10.2 Inspection
A formal process of inspection should be written and followed before every flight and should
cover:
e Fuel, sufficient for the task and not excessive
e Controls, as most control units are battery powered you should ensure that the
controls are fully charged

e Load, secure and balanced.

10.2.1 Load considerations
The fitting of a dropping mechanism to a UAV requires competent authority certification
and no load may be dropped where it may injure or damage persons or property.

Therefore, any fitted load on a UAVmust be inspected with this constraint in mind.

10.3 Specialist equipment
Certain types of equipment may require further certification or licensing e.g. the fitting of

lasers. If non- standard equipment is being considered, a technical review and possible
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certification may well be required.
In areas used by other Radio Controlled devices care must be taken to ensure that

interference with the flying controls due to frequency interference does not take place .

10.3.1 Control equipment
There is a known problem with many of the low end UAV control systems interfering with both
other UAVs and other radio devices such as computer Wi- Fi systems and Go- Pro camera
systems. In larger and more sophisticated systems the use of frequency hopping and encryption is
used to prevent either loss of control or interference to other systems. A review of manufacturers’

literature and the internet willidentify any issues.

10.3.2 Video equipment
There are a number of legal issues with Video from UAVs, with privacy being one of the keyissues.
The ability to retain images will subject the system to Freedom of Information requests to see the
recorded images, the possibility that a request to view the images should form part of the planning

and operation.

10.3.3 Other requirements for carried equipment
Where ancillary equipment is carried it will form part of the all up weight of the UAV and regardless
of its purpose or the fact that the UAV may only be carrying it for part of the flight, its inclusion may
take it over the 20Kg limit.

10.4 Nuisance
The noise and distraction factor of a UAV should not be underestimated and it is worthwhile

confirming its noise levels before flying anywhere noise may be anissue.

11. OFFCAMPUS USE
11.1 Special Risks

Along with all of the issues above the use of a UAV off campus should be confirmed with the
University Legal Office. Ownership of any outcome of CCTV footage may rest with the owner of

the land being used and such risks should form part of the planning.

11.2 Membersof the Public
Members of the public may not fly UAVs on University property without permission; they will also
not be exempted from the need to carry out a formal risk assessment. The requirement to be

insured for third party risks willalso be a requirement.

11



11.3RestrictedAirspace
Restricted airspace is any location designated as such by the CAA which have been specified as

that where UAVs may not be flown:

Over or within 150m of any congested areas.

e Over or within 150m of any organised event or assembly of more than 1000
persons.

e Within 50m of any vessel, vehicle of structure not within the control of the
person incharge of the UAV.

e Within 50m of any person who is not involve d with the flying of the UAV.

12. ANIMALS

Animals for the purpose of legislation are also to be protected from UAV flying. Anyone
considering using a UAV for observing animals should consider the following:
¢ Theyhave the same exemptions as people for how close you can fly.
¢ Animals may be scared and act erratically risking harm to themselves or
others when alarmed by a UAV
¢ Some animals, particularly birds can be very territorial and may attack the UAV

risking harm to themselves and others by disrupting the UAV flight.

13. LEGISLATION

The following legislation is relevant to UAV operations:

o Health and Safety at Work etc. Act 1974

e Management of Health and Safety at Work Regulations 1999

e Provision and Use of Work Equipment Regulations 1998

e The ArrNavigation Order 2016 (S12016 No. 3015)

e The Rules of the Air Regulations 2015 (S12015 No.840)

¢ The Air Navigation (General) Regulations 2006 (S12006 No. 601)
o Permanent Air Navigation (Restriction of Flying) Regulations

e The Civil Aviation Authority Regulations 1991 (SI11991 No0.1672).
e The Data Protection Act 1998

e The Human Rights Act 1998 (Article 8)
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14. FURTHER INFORMATION
The following documents can provide further more detailed information:
o CAP 658 CAA'Model Aircraft: A guide to safe flying’
o CAP 722 CAA ‘Unmanned Aircraft System Operations in UK Airspace —
Guidance’ (http://www.caa.co.uk/ CAP722)

o CAAApproved training schools for UAV:

(0]

0}
0}
o

3ic Ltd
Aerial Motion Pictures
Cambridge UAV

Commercial Drone Training Ltd

o Drone Pilot Academy Ltd
o UAVS Lt
0 Sky Futures Ltd

e British Model Flying Association (http:// www.bmfa.org/)

13


http://www.caa.co.uk/CAP722
http://www.bmfa.org/

Appendix 1: The Drone Code

Civil Aviation
Authority

400ft (120m]

Dont fly near airports or airfields

Remember to stay below 400ft (120m)

Obsenve your drone at all times —stay 150ft (50m) away from people and property
Never fly near aircraft

3 njoy responsibly




&

For fL_lr’Fher information -
please visit dronesafe.uk dronesste.k

BE DRONE SAFE

Always keep your drone in sight Stay below 400ft (120m)
to comply with the dronecode

400ft {120m)

This means you can see and avoid other things while flying This reduces the likelihood of a eonflict with manned aircraft

BE DRONE AWARE

Keep the right distance from

Every time you fly your drone you must
people and property

follow the manufacturer’'s instructions

People and properties — 150ft (50m)

L G G, Ve G (FERED ERE AR il CE) Crowds and built up areas — 500ft (150m) and don‘t overfly

BE DRONE LEGAL

You are responsible for each flight Stay well away from aircraft,
airports and airfields

roN

Legal responsibility lies with you If your drone endangers the safety of an aircraft
Failure to fly responsibly could result in criminal prosecution it is a criminal offence and you could go to prison for five years
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